APEC Leaders’ Week:
Continuity Issues and Outcomes

On Thursday September 13th 2007, members and guests of the Business Continuity
Institute NSW Forum gathered in Sydney to discuss and share their feedback on the
APEC Leaders Week. The discussion focused on the business continuity events, issues
and outcomes during the preparations for APEC Leaders Week and the week between
Monday 3" to Sunday 9" September 2007.

The discussion was facilitated by Peter Sierwald, MBCI, NSW BCI Representative, and
Tim Janes, Secretary BCl NSW Forum. This paper provides a brief summary of the
comments and feedback from the BCI members and guests.

Introduction

In recognition of the significant efforts expended by individuals and organisations
preparing for APEC Leaders Week, this paper aims to capture the experiences and
lessons from the event so that business continuity professionals are able to carry them
forward to future major events.

APEC Planning

There were several triggers that initiated planning for the potential APEC disruptions. A
few organisations were sparked into action by the unexpectedly widespread disruption to
Sydney CBD traffic caused by the adjacent visits of Vice President Cheney and the two
Cruise Liners, the Queen Mary and Queen Elizabeth Il in February 2007.

For organisations with operations in Melbourne, the disruptive protest activities and
office invasions that occurred during the G20 meeting in November 2006 provided a
foretaste of what APEC could become, and were a strong motivation to undertake
detailed preparations.

However the majority of organisations started planning for the event when the NSW
Government announced that September 7™ 2007 would be declared a public holiday.
This was the first official sign from the NSW Government that APEC was expected to be
a significant event.

A further trigger event was the BCI NSW Forum’s own APEC planning meeting in June
2007, where Chief Superintendent Peter Lennon, Commander, from the APEC 2007
NSW Police Security Command provided an overview of security risks and preparations
and answered member’s questions.

In a few cases, some organisations commenced serious planning only a month before
APEC, but still felt they had adequate time to prepare.

In quite a large number of cases, organisations ran APEC-focussed continuity exercises
or workshops in the lead up to Leader Week, to confirm that their arrangements were
adequate and staff were informed and prepared. In a few cases organisations
encouraged staff to prepare their own Personal Plans, following the lead of Sydney City
Council




Although organisations approached their planning for APEC from many directions, the
main APEC planning considerations can be summarised under four major areas:

Safety and welfare — ensuring the organisation’s duty of care to its staff not only
in the workplace, but travelling to a from through Sydney

Business processes continuity  — reconfirming that existing plans were up to
date and would cater for the APEC disruption

Asset protection — reviewing the range of physical threats to premises in the
Sydney CBD presented by APEC and the people it was likely to attract

Open communications — making sure that management, staff and external
stakeholders were informed about the planned changes to business operations,
to ensure an appropriate level of understanding and preparedness.

APEC Reality

In the end, APEC Leaders Week was a largely peaceful event. Eighteen people were
arrested and two police injured. Aside from the efforts of The Chaser TV program, most
of the APEC security measures were not really put to the test.

An incident in Victoria showed that the affects of APEC were more broadly felt that just
in the Sydney CBD. Four protesters chained themselves to coal conveyor belts at the
Loy Yang power station near Traralgon Victoria. The protest cut power generation at the
station by a quarter, requiring other generators to step in to cover the power shortage.

US President Bush was naturally the major show-stopper during the week. His hotel at
the top of Circular Quay was a focus of security operations and became a temporary
tourist spot in its own right.

As the week progressed the CBD became emptier and quieter as workers and residents
took the advice of the NSW Government and stayed away, either working from home or
taking advantage of the APEC long weekend to escape town. Those who did have to
work, particularly within the security precinct at the northern end of the CBD, needed to
negotiate 8 ft wire mesh fencing, checkpoints, concrete barricades, blocked roads and
police officers every 10 meters.

Only a few people commented on difficulties gaining access through the security fences,
and generally most people managed to navigate the security zone without trouble.
Some organisations had decided to upgrade their staff security passes to include Photo
IDs to meet the expected security standards. In other cases, special letters were
provided explaining why staff were required to be in the CBD. It was noted that the
security zone maps released early on by the APEC Security Command had provided
little clear sense of the scale or extent to the security measures around the CBD. This
made effective route planning a little hit and miss until the “Great Wall” went up.

Overall the significant Police and security presence in the CBD provided a heighten
sense of safety for many people. The only scary event mentioned was on the Thursday
when two F18 jet fighters performed a very low fly past over the CBD. The noise and
surprise prompted a few workers to decide they would be better off outside the CBD and
they went home.

Several reasons for the absence of any significant protests or serious disruption during
APEC Leader’'s Week were proposed, including




0 The prominent Police presence and extra security around major buildings acted
as a major deterrent.

0 The special legislation implemented by the NSW Government, providing
additional security measures in the Declared Zone.

0 The advanced publicity campaign and media speculation kept people out of the
city.

APEC Lessons Learned

The general consensus was that the APEC Leaders Week had a positive outcome,
particularly from a business continuity point of view. The event encouraged many
organisations to review, update and test their continuity plans. The most notable
lessons learned included:

Proving work from home arrangements : A majority of CBD organisations
made use of “work from home” solutions. The quantity varied from 30% to 90%
of staff working from home during some part of the week. This helped to
demonstrate that a “work from home” solution can be a viable component of an
organisation’s business continuity strategy.

Revised evacuation assembly points : Several organisations based at the
north end of the CBD had to change their designated assembly point or the
routes to them, because of the security barriers in the security precinct. This
required additional communication and OH&S training for security staff and Floor
Wardens to familiarise them with the new procedures ahead of Leader’'s Week.
This extra effort demonstrated the disruption and confusion that would occur if a
familiar assembly point is suddenly rendered unavailable for any reason during a
crisis, a fact that many continuity plans do not consider.

Difficulty using remote DR sites . Several organisations found that their
intentions to use disaster recovery sites were thwarted by contractual conditions.
This was event the case for a few organisations that had dedicated recovery
space. Since APEC was know about for months in advance, it was not classified
as an invokable event by DR site providers. This experience may be relevant for
other disruptive but predictable events and could have an impact on current
business continuity strategies.

Security Alert & Notification Systems . The communication network set up for
the APEC week, such as the Business Liaison Centre was a beneficial service
and greatly improved information dissemination during the week. The service
complemented the Sydney Alert system, and helped to make sure that security
and continuity professionals had effective access to frequent updates about
APEC events and potential threats. APEC also provided an opportunity for
several organisations to “stress test: their own security and emergency alert
systems. Several members suggested that the Business Liaison Centre
provided a good communication model that should be used again for further
large scale events in the city.

Supply Chain Disruption . Several organisations found that supply chains were
disrupted by APEC. Problems occurred with deliveries into and out of buildings
in the CBD Security Zone, impacting a wide variety of everyday activities such as




catering, office supplies and IT backup collection. Some organisations had
assessed and planned for this risk, but in other cases a lack of information about
access restrictions from Building Management companies created unanticipated
problems. Whilst these difficulties were surmountable, they demonstrated the
extent to which CBD offices rely on a wide range of seemingly unimportant
supply chains.

Conclusion

The overall response from the BCl members was praise for the efforts of the NSW
Police and APEC organisers. The APEC experience had the positive effect of raising
business continuity awareness amongst management and staff of the need for, and
benefits of having, business continuity arrangements in place. The reality of APEC, and
the evident risks it presented, helped to reduce any sense of apathy amongst staff over
previous business continuity activities. The detailed continuity planning undertaken for
APEC also had the effect of reducing staff concerns. There is an underlying concern
that the absence of any significant problems during APEC may lead to a level of
management complacency that the security and continuity preparations were
unnecessary.

In conclusion, the APEC period provided a strong impetus for a large number of
organisations to refresh their business continuity strategies, plans and testing. Business
continuity in general received a high level of attention which can only be a good thing.




